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Humanoid Toy

* A smart anthropomorphism toy is defined as a
device consisting of a physical toy component in
the humanoid form that connects to a
computing system through networking and
sensory technologies to enhance the
functionality of a traditional toy.

* Many studies found out that anthropomorphic
designs resulted in greater user engagement.
Children trusted such designs serve a good
purpose and felt less anxious about privacy. [ 3 ]




CogniToys Dinosaur [2016]

* Internet connected educational toys

* IBM Watson’s knowledge Elemental Path’s “friendgine”
which is a kid-friendly database

* Using an Android or iOS app, parents connect CogniToys to
their home’s Wi-Fi.
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Google Toy is Ted?



The public is worrying...
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Hello Barbie [2015]

» “Hello Barbie can have real back-and-forth dialogue with a
child about career goals, interests, favorite ice cream flavors
and listen (and tell) jokes.”

* “But Mattel makes it clear that it never asks about personal
information, like where a child lives or even their name.”

e Ref: Samantha Murphy Kelly, “The new Hello Barbie is like Siri
trapped in a doll's body, MashableAsia, September 15, 2015.



Conceptual Model of Toy Computing Environment
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Argentina * | Brazil
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69 76
49 I | |
Power Uncertainty
Distance Avoidance

Adapted from: https://geert-hofstede.com/countries.html

Note:

* The Power Distance dimension expresses the degree to which the less powerful
members of a society accept and expect that power is distributed unequally.

* The Uncertainty Avoidance dimension expresses the degree to which the
members of a society feel uncomfortable with uncertainty and ambiguity.




Privacy Engine Interface
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 Mockup interface for Manage Privacy Preferences

parents/guardians to use as an initial

Welcome to the online interface for managing
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FBI: 'Smart toys' could be a privacy risk for kids

Posted: Dec 12, 2007 11:31 PM TST
Updsted: Dec 12, 2017 11:51 PM TST

George DuMontier, Digital Producer, Meredith CONNECT

The FBI Internet Crime Complaint Center is encouraging parents to be

aware of Internet-connected toys. These smart toys often have
sensors like microphones, cameras, or GPS technology. And
because the toys connect to the internet, the companies could be

staring sensitive and private data about your kids.

The FBl warns that in some cases, "toys with microphones could

record and collect conversations within earshot of the device. Information such as the child's name,
school, likes and dislikes, and activities may be disclosed through normal conversation with the toy or
in the surrounding environment”

The data collected by these toys is likely stored somewhere on a server owned by the toy company,
or even a third-party companv who manaaes a specific service. like voice recoanition.

Smart toys usually connect directly to your Wi-Fi network by having you input your password, but in
some cases, the toy could connect to your smartphone and access the internet via your phone's
connection.

Here's what to consider when buying a smart toy:

Support Consumer Protection

* Do some research looking for security risks. Popular sites for consumer product reviews and
cybersecurity research will report any security issues with smart toys.

¢ Don't connect the toy to untrusted Wi-Fi networks. Public Wi-Fi networks could be rigged to search
connected devices for data or insecurities. Keeping the toy on trusted Wi-Fi networks is the way to
0. [ 13 )

* IMake sure the toy is up to date. Some toys occasicnally receive firmware updates and security

patches. If your toy has an option to update, make sure you stay updated.

s Turn it off when you're not using it. This is especially important for toys with microphones or
cameras. There's no need for the toy to record you all the time, just flip it back on for playtime.




What is a Companion
(Social/Home) Robot?




The Jetsons

* Back in 1962, when the cartoon The Jetsons first aired on TVs
across the nation, everything about it seemed like it came
from a very far and distant future.

* Did you ever think that the cartoon would have been able to
predict so many things about the times to come?

THE
*

7

~ —

.W

Adopted from: 7 Ways That ‘The Jetsons’ Accurately Predicted The Future by Grace Eire

https://www.Iittlethings.com/jetsons-predict-the-future/



1. Flat Screen
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Adopted from: 7 Ways That ‘The Jetsons’ Accurately Predicted The Future by Grace Eire

https://www.Iittlethings.com/jetsons-predict-the-future/



2. The Internet

Adopted from: 7 Ways That ‘The Jetsons’ Accurately Predicted The Future by Grace Eire

https://www.Iittlethings.com/jetsons-predict-the-future/



3. Tiny Cameras That Look
Inside You

Adopted from: 7 Ways That ‘The Jetsons’ Accurately Predicted The Future by Grace Eire

https://www.littlethings.com/jetsons—predict—the—future/



Screens You Wear On
Your Wrist

Adopted from: 7 Ways That ‘The Jetsons’ Accurately Predicted The Future by Grace Eire

https://www.Iittlethings.com/jetsons-predict-the-future/




5. Telecommunication

Adopted from: 7 Ways That ‘The Jetsons’ Accurately Predicted The Future by Grace Eire

https://www.Iittlethings.com/jetsons-predict-the-future/



6. Meals At The Touch Of A
Button

|
Adopted from: 7 Ways That ‘The Jetsons’ Accurately Predicted The Future by Grace Eire

https://www.Iittlethings.com/jetsons-predict-the-future/



Helpful Robots Rosie

Adopted from: 7 Ways That ‘The Jetsons’ Accurately Predicted The Future by Grace Eire

https://www.Iittlethings.com/jetsons-predict-the-future/




First Robot in History

* Early recordings of the

first domestic robot was R

made by Leonardo da ' C e it

Vinci (1452-1519). ) e - W
* |t was design to look like s
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a knight.
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of entertainment for the
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nObIeS a nd the courts. Ref: Gorvett, Zaria. “Future - Leonardo Da Vinci's Lessons in Design Genius.” [

BBC News, BBC, 28 July 2016: https//www.bbc.com/future/story/20160727-leon




Japan has a robot culture for
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Amazon Has a Top-Secret Plan to Build
Home Robots

By Mark Gurman and Brad Stone
April 23, 2018, 7:00 AM EDT Updated on April 23, 2018, 11:22 AM EDT

P> Prototypes can navigate from room to room like driverless cars e
b Company hopes to start testing bots in homes later this year THE ClO’'S GUIDE TO
AUTOMATION, Al,
S
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Amazon is working on a live-in robot named
Vesta, says report

Shelby Fleig  Published 2:19 p m. ET Apnl 23, 2018 | Updated 3:20 p.m. ET April 23, 2018
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Robots are bad!




Cloud Robots

* Information Sharing: Many cloud robots can be controlled
from one brain, and the brain can accumulate visual, verbal,
and environmental data from all connected robots.

* Offloaded Computation: Offloading to the cloud data-
intensive tasks such as voice and image recognition, voice
generation, environmental mapping and motion planning will
lower the hardware requirements and power consumption of
robots, making them lighter, smaller, and cheaper.

* Collaboration: Cloud robots do not need to work alone.

Cloud — Robot + + Artificial
robot physics intelligent

Adopted from: GTI 5G and Cloud Robotics White Paper by GTI, 21-06-2017
http://www.gtigroup.org




Purchase Reason
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M Other # Fancy toy M Pet replacement
® Companion for famlily ® For coolness factor Education tool for child
% Home security ¥ Extension of electronic devices M Household chores

Reasons for purchase a home robot

Adopted from: GTI 5G and Cloud Robotics White Paper by GTI, 21-06-2017
http://www.gtigroup.org




Human-Robot Interaction (HRI)

* Human-Robot Interactions (HRI) is a study area of
understanding, designing, and evaluating robots for use by or
with humans.

Ref: Kantharak, K., Somboonchai, C., Tuan, N. T., and Thinh, N. T., “Design and development of service robot based
human-robot interaction (HRI),” International Conference on System Science and Engineering, 2017, pp. 293-296
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4 Tweet

(58 Lennart Nacke shared a post. oo
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Awesome visit today from Patrick and his students
showing their robots.

¥ Steven Murphy and University of Ontario
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Meet Zenbo, the sweet talking robot.
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taking photo from

faculties in open
house... Visit us in ACE Wind Tunnel and
learn more about and

4 &= Steven Murphy
‘?ﬁi’ @DrStevenMurphy

Great open house at both downtown
and north locations. Wonderful turnout
of staff, students and faculty! Come
join the @UOIT #ONTechU family! So
nice to feel the positive energy in both
campus locations. Special shout out to
#studentambassadors. J,




The Uncanny Valley
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Prosthetic Hand

Adapted from:
M. Mori, K. F. MacDorman, and N. Kageki, “The uncanny valley,”
Robotics & Automation Magazine, IEEE, vol. 19, no. 2, pp. 98-100, 2012




AUthentic Robotic Assistant (AURA)

Prof. Ruth Stock-Homburg
Department of Marketing & Personal Management
Technische Universitat Darmstadt, Germany




Emotions

* Emotions are defined as “a strong feeling deriving from
one’s circumstances, mood, or relationships with
others”.

* When talking about emotions pertaining to social
robots, it can be about how people feel about the
appearance, the tone, the movement, the interaction,
and the communication of the robot.

* For social robots, emotion is crucial as it is one of the
biggest design features. In order to be social, it must
understand, and express emotions making it more
companionable and home friendly. [ 37 }




8 Basic Emotions

And the purpose of each one
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Adapted from: Wheel of emotion depicting different emotions per shade of color.
https://www.6seconds.org/2017/04/27/plutchiks-model-of-emotions/
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Music Signal

> Emotions
Analysis
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Thank you for your listening!

* My email: patrick.hung@uoit.ca
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